
UDP 500 (IKE)
UDP 4500 (NAT-T)
Prot. 50 (ESP)

TCP 829 (CMP*) if used
TCP 12501 / 12503 (Client update via VPN* / LAN)  
UDP 12521 (FND via network) if used

UDP 1812 (RADIUS Authentication)  
UDP 1813 (RADIUS Accounting)

Replication
TCP 12505 / 12506 Management

TCP 12502 or 12504 (SSL)

ODBCODBC
Replication

ODBC i.e.
Windows Certification Authority

TCP 45301, 389, …

Active Directory

* Communication within VPN tunnel

optional

Database
Server

Database
Server

VPN head endEnterprise Client

Management 
Console(s)

Management 
Server (primary)

Management 
Server (backup)

NCP SECURE ENTERPRISE SOLUTION
Enterprise solution without NCP Secure Server

TCP 443 (HTTPS) Activation Server 
(actsrv1.ncp.de)



NCP SECURE ENTERPRISE SOLUTION
Enterprise solution with all (optional) components

TCP 12511 (End Point Security*) if used

TCP 829 (CMP*) if used
TCP 12501 / 12503 (Client update via VPN* / LAN)  
UDP 12521 (FND via network) if used

Replication
TCP 12505 / 12506

Management
TCP 12502 or 12504 (SSL)

ODBCODBC
Replication

ODBC
i.e.
Windows Certification Authority

TCP 45301, 389, …

Active Directory

* Communication within VPN tunnel

optional

Database
Server

Database
Server

Enterprise Client

Management 
Console(s)

Management 
Server (primary)

Management 
Server (backup)

Secure Server

HA Server 
(primary)

HA Server 
(backup)

SNMP Tool
(read-only)

Web Interface

Web Interface
UDP 10219 (monitoring) TCP 20122(HTTPS)

UDP 500 (IKE)
UDP 4500 (NAT-T)
Prot. 50 (ESP)
UDP 1701 (L2TP/HA) if used
TCP 443 (Pathfinder) if used

UDP 10218 
(monitoring)

optional

UDP 161 (SNMP)

TCP 20112 (HTTPS)

TCP 20114 (Configuration Import)

TCP 443 (HTTPS)

Activation Server 
(actsrv1.ncp.de)

TCP 12508 (If managed from Management Server)

TCP 20116 
(Configuration Import)

TCP 12506 (End Point Security)
TCP 12508 (If managed from Management Server)
UDP 514 (Syslog)
UDP 1812 (RADIUS Authentication) 
UDP 1813 (RADIUS Accounting)
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